Good afternoon
UPDATE ON HACKERS ACCESS SHELL CARD ACCOUNTS

Shell has confirmed that the only accounts accessed were those where a business or customer had applied directly online for a Shell Card account, entering a great deal of information about themselves and their business.

Long standing customers, such as the NZRA, are not affected. Your own accounts are unaffected: the structure of the Association Shell Card means that little of your information beyond your driver’s name and vehicle details are shared with Shell. As far as Shell’s database is concerned, all 4500 cards issued to Association Shell Cardholders (members of NZRA, TIANZ and Business NZ) are in the name of the NZRA. Shell holds only the NZRA’s bank account number for the purposes of direct debit.

Your details shared with Shell for the purposes of administering the Association Shell Card are limited to:

Personal Open Card (also referred to as an “Any Vehicle” card)
1. The driver’s name.

Personal Closed Card
1. The driver’s name

2. Vehicle registration number

3. Vehicle make and model

4. Vehicle colour

5. Vehicle body style

Vehicle Card (also referred to as an “Any Driver” card)

1. Vehicle registration number

2. Vehicle make and model

3. Vehicle colour

4. Vehicle body style

5. In some instances, your business name may have been used in place of the words “Any Driver”

Details NOT shared with Shell:

1. Your business name (although see the “A Driver” card exception above)

2. The name of our contact at your business

3. Your telephone, fax or mobile number

4. Your email address

5. Your postal or physical address

6. Your bank account number
Although your account has not been access in this incident, it is a good reminder that you should check each transaction on your Shell Card invoice.

Please do not hesitate to contact me with any questions.
